T XHimecs
'IJ e 2024Q®eCT ’i

'K UHPoTeKC
2024

TEXHWYECKAS4

KOHOEPEHUNYA
P X

N,

Hukonan CMupHOB
ANpeKTOop Mno npoaykKTam



Fpynna komnaHuii «UHPoTeKC» 2024 '“*Hegecr

__ W A&

infotecs’ u
. : Feh Mpok(u
iInfotecs o o o o
@ Elneb;lHHbl.:l:HCKHﬁ EE‘E’E :‘6‘:
Mopran AAE -‘|||r-

—_— MpoKeaHT



UHPoTeKC B uudppax

Al

.l

=
o

B Ton-5
KOMMaHWMW No KONU4eCTBY
naTeHToB B obnacTu
LMPPOBLIX TEXHONOr UK

30

net paboTsl
Ha pbiHKe Wb

AT AN
A . .

12

oducos
no BCen cTpaHe

>1600

COTPYAHUKOB

TEXH@iatcs
2024 !q) e CT

>60

NpoAyKTOB
ANA 3aWmnThl
nHGopmauun

>10 MNH

pabo4nx cTaHuui,
3aluleHHbIX
npoaykTammu ViPNet



MpoAyKkTbl M peweHus ViPNet TEXH@ g

<
[ YnpasneHue u

MOHUTOPUHT

3awumueHHble
KOMMYHWKaUnu

>
3awunieHHbIA
AOKYMeHTOoobopoT

MobunbHasa
6e30nacHOCTb

MpombiwneHHaA
6e30nacHoOCTb

CTaHuuih n cepBepoB

3awnTta paboymx
yrpos

[ Ob6HapyxeHue BTOPXEHUN WU ]

3auuTa KaHanoB
CBA3MU

KpunTorpaduyeckue cucTtems
M CepBUCHI

ViPNet =0 o W ENIE]
L2 eesssssssssssssssssss—0) [ TexHonor uu ] O KPK
OUNBbTPALNA e—O o Omm— BupTtyanusauua
KpunTorpadua 4




E;;Eilllb1-l-za I<1Ealklia.’](:'ia

infotecs

iPNet .
\gt‘\)anne\ protection

A3u
aHanos CB

7 3aLmThl K

pewenvs AN

Y
1

3

N\
75

IS
—t

|

CBA3U

CummeTpUiHanA
KpunTorpadus
YecTHbiA P2P VPN

(]

LleHTpanusoBaHHoOe

obHOBNIEHME
Kntoun wudpoBaHua,
crpasoHyky, O

TEXH@ infotecs

2024 swecT
<
== o
ocooo0C> l_
= -
LLl
Pa6oTa uepes NAT =
CoeanHeHMe yCTpoOWCTB N
3a pa3nindHbiMn NAT z
=
Ll
o
Y -

He ceccuoHHbIt VPN
PaboTa Ha MAOXUX U
HecTabuabHbIX KaHasax




Kpuntorpadpuyeckme cuctembl TeXHOSeeT

n cepsucol (PKI)

WHPpacTpyKTypa CueHapuu paboTbl
yu c TLS ToCT

ViPNet
PKl

PewieHns AN S
g nHGPacTpy

CUEHAPUMN

Eho)

]

Jull\.}n- O o ‘

“%&%Bm == CueHapun paboThl CueHapuu pa6oThl
0 il A ]
nnoom\unw\oog,‘:gg a0 1o c 50 e

001101110100

‘!':HO\\IO\OQOHO\HO""""'
O 00“0\\\(‘)\00 or—i

Iﬂl L
b /‘/l B

s2\le
2\
=
=l
o
)



PeweHne no O6HapyXKeHWI0 U X epect

npefoTBpalleHU KOMMbITEPHbIX aTakK

<
— om
00101101
S 5= -
=~ S v
ViPNet Wcnonb3oBaHue Bsoa B =
TDR A aJropuTMOB MaWUHHOIO 3KcnayaTauui 3a ;
e no o epHbix aTaK o
F:zler\:JpeeHAV\OTBP'c\u.\er—nmo KoMmnbroTePH X OGy‘-IEHMﬂ HeCKOJIbKO AHeM -
Ll
m] a
) -
L4 —
ExeaHeBHO o6HOBAsEMble MoaknwyeHue
cobcTBeHHble 6a3bl NpaBun K FocCOMNKA

U CArHaTyp BpPefOHOCHOIO
no



PeweHue AN 3aWuThl TeXHpecT

pabo4ynx CTaHUMA U cepBepoB

<

&, O o0

— | =

= & iH v

L

ViPNet 3aumTta OT BHYTPEHHUX KomnnekcHbin =

Endpoint Security ! " BHem:;xp noaxoa K >

peweHus ANA 3au‘:v‘; cepBepoB - =

baBoHnK CTaHu HapywuTeneun 3auuTte paboumx <

CTaHUuumn w

e =) [a¥

s 4 2 -

——-,L e T

-|r‘¢-1|7"ﬁ MOHMTOPUHI U NMpPOTUBOAENCTBUE
,-\_ “ _. NOAO3pUTENbHOW aKTUBHOCTM Ha

) =

aé =

= —_— xocTe



3auMTa MHPOpMaLUU B MPOMbILIEHHbIX X OpecT

cuctemax U UHTepHeTe Beweir (IIoT/IoT)

i
EANHC TBEHHbIN 3aymTa Ha BcCexX
pOCCUNCKNUI YPOBHAX: OT

UHAY CTPUANbHbBIN nonesoro o APM
w3 6e30nacHoOCTH nHXeHepa

N

@@4,

o/ T Mo
/ B . NepBaa B Poccum
,,,,,, B : e S KpunTorpapuyeckas
; ' nnatdopma ana ACY

infotec®

iPNet .
\llr:‘;\ustrial Security

PelueHua A 3a bl UHOO Maum ACY
AN W U
L P

MPEUMYIWECTBA



3aumieHHble KOMMYHUKaLMK TEXHQue

o0oo
On0

infotec®

0

jcation |
\"PNthgquerSS) JlerkocTb M npocToTa 3aumTa nepenaBaemMou
Security Y ) MCNONb30BaHUA WHGOpMaLMM B KaHane
SammmeHHme KOMMYH CBH3M

NPEUMYWECTBA

o8
Eo
3aumueHHbIn mMmecceHAXep Ha
MO6UNBHBIX yCTpOVICTBaX,

CTAUMOHAPHLIX KOMMbTEepax W
TenedpoHax




PeweHue ana paboTol co CMIB TeXHegecr

M OKA3aHUA roCyAapCTBEHHbIX YCAYr

S

CooTBeTCcTBYeT TpeboBaHuAM [JMCcTaHUMOHHaA Il
O®Cb k CK3U un 3N yepe3 ViPNet
no knaccy KC PKI Service

R
i <

MC rmn, PocpeecTp u Ap. BO3MOXHOCTb
T'MCbl 3N1eKTpOHHOI O pa6OTaTb C

npaBuTenbCcTBa MOryT
oAHOBpeMeHHO paboTaTb
c CM3B 2.xx n CM3B 3.xX

ViPNet
EDI

Hue ANA pabotel co CM38B

hewe pcTBeHHbIX yenyr

1 OKa3aHNA rocyad

MPEUMYIWECTBA

APM rocycnyr wu
Yyepe3s API




KBaHToBaA Kpuntorpapuyeckasn X epecT

cuctemd

ceTu Knwyen B wuppaTtope

<

= och 700N == “

19t @ Toomor, =

4 oiiiolé ~

L

ViPNet Quantr‘:\m TexHonorua KBaAHTOBOIO Bbicokas =
e -

Trusted SYStpawecKaﬂcmae,Ma pacnpepeneHnsa Kia4eun CKOpPOCTb CMEHbl >
nTor ev <

ﬁﬁﬁ?&?&mmmmmsMW* ANA pa3HbIX TOMOJIOT Ui KpunTorpapuyeckunx i

L

o

-

kkkk

AOMUHUCTpATOp He umeeT
AOCTyrna K K/KH4YeBOM
nHoopmauum



TEXH@ st
2024 QweCT

Cnacunbo 3a BHUMaHwue!

MoanucbiBanTeCcb Ha HawuW couceTwu




